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CONTEXT

Cryptographic protocols

Most communications take place over a public network

‘
N A

' | Cryptographic protocols
P d yPa ® small programs designed to secure

PayPal .
Lpf———k communication (e.g. secrecy)

® use cryptographic primitives (e.g.

N

encryption, signature)

A

[t important to verify their security
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Equivalence properties
® Anonymity, Privacy, Receipt-Freeness, ...
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Reachability properties : secrecy, authentication,...

intruder’s knowledge : M; M, M3 + basic knowledge

Intruder
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Equivalence properties : strong secret, anonymity,...

Unknown  Charlene

Intruder Unknown Bob
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Example

{{Na,pk(ka) }pk(ks

L

{{Nr1, N, pk(kB)) } pr(ka)

Unknown Bob
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Biprocesses

Alice Char

PROVERIF

diff[ M, M
D LY =
(— m EIEF-]\{QL]\?é- - mEmmm
diff[ M, MY
ecne

diff[N, N']?
lA\
<

)

(--‘

Bob

Biprocesses force matching of some traces




PROVERIF

e Was first an analyzer for reachability properties
® Based on Horn clauses
¢ Equational theory : constructors

dec({}y,y) =g
{dec(x,y)}y —E &

® Rewrite rules : destructors

dec({z},,y) = x
equal(xz,z) — x
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We introduce destructor with tests between terms

g(My,...,M,) — M with ®
N <
® The If-then-else destructor

ifthenelse(x, z, z,t) — 2
ifthenelse(z,y, z,t) — ¢ with © # vy

® The dec-else destructor

dec({z},,y,t) > =
dec(x,y,t) — t with Vz. z # {2},
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Protocol transformation
{{Na,Pk(ka)) }p(n)

L

{<$7Nbapk(k3)>}y

{N}pk(kA)

Intruder Bob




CONTRIBUTION

Protocol transformation

{{Na, Pk(k4)) }pr(ks) {{z, ) tpr (k)
(&, Ny ph(kp)}, *
{N}pk(kA>
Bob
{{Na, Pk(k4)) }pr(ks) {{z, ) tpr(ks)
H I I = = . } E B B I = = *
M
( B I =B B = =
Alice Intruder Bob

M = ifthenelse(y, pk(ka),{x, Ny, pk(kB)}y, {N}pk(sz))
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What are the modifications in

ProVerif algorithm ?
N o
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Bob
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Horn clauses

Na;pk(ka)) tpk(ks)
-------------- > pkl(;kA)?
< - - o Vo DR RS ) doktha) <

I S < - -
Bob

— att({Na, pk(ka) }pk(ks))
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Biprocess
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Biprocess
s T /T
' = -d-l.ﬂ:-]-Wl-7£W-1- - e )drﬂ:[]X, N/]?
difF[ My, M
(—---:--2--2-: ----- (' “
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Alice Charlene Bob
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CURRENT PROVERIF

Biprocess | |
e R INL LSy,
< dmna o
“-- M M) €=="n
Alice Charlene Bob

— att(Mq, M7)
att (N, N') — att(Ms, M})
att(z, 2') AN Vy, Y. (z,2") # (N, N') — att(Mz, M;)
att(IV,z") AVy. ' # N" — bad
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CURRENT PROVERIF

Attacker clauses
— att(a,a) with a public
att(x, ") Aatt(y,y') = att({x},, {z'},)

New destructor reduction
att({z},, {z'},) A att(y,y’) — att(x, 2)

Destructor failure

att({z},,2") Aatt(y,y’) AVz. o' # {z},, — bad

att(x,z’') A att(x,y’) Ax’ # 1y — bad




PROVERIF

r .
A biprocess is equivalent if its horn

clauses cannot derive bad
R o




NEW PROVERIF

diff[{z, ¥} pr(rp)> 127 ¥ Yok (ks)]

ifthenelse(diff[y, y'], My, Ms, M3)

(------ I N = N = = =
Intruder Bob
M, = diff;pk(kA)ypk(kC)]
M2 — dlff{xa Nbapk(kB)}y7 {CE‘/, Né,pk‘(k‘B)}y]
M3 — dlﬂ:{N}pk(kA), {N/}pk(kc)

Case 1 : Both tests succeed

att({z, pk(ka) }pk(kn)s 12" PE(kC) Y pk(ki))
— att({x, No, pk(EB) }pr(ka)» 12, Ny PE(EB) Fpr(ke))
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CONCLUSION

Contribution

r “
We introduce destructor with tests between terms
g(Mi, ..., M,) — M with @

(R o

+ Prove equivalence on larger class of protocol (e.g. private authentication)
+ Can perform automatic detection and transformation of protocol
+ Could be used for reachability properties

- E-passport protocol is still not handle by ProVerif

Future work
e Remove even further false attack due to parameter of nonces

e E-passport protocol ?



